Orissa Journal of Physics  © Orissa Physical Society Vol. 33, No.1

ISSN 0974-8202 February 2026
pp. 68-83

Quantum Computing Algorithms
RAKESH MOHAN PUJAHARI"" and M. C. ADHIKARY>

'Lloyd Institute of Engineering and Technology, Greater Noida, Uttar Pradesh, India
Dept. of Physics, Fakir Mohan University, Balasore, Odisha, India
“Corresponding author, E-mail: rpujahari @ gmail.com

Abstract. This essay explores the state of quantum computing today and its latest
developments, highlighting its foundations in quantum physics and its expanding impact
in a number of computer domains. Significant advancements in qubit technologies,
quantum algorithms, and the developing field of quantum networking are highlighted via
a careful examination of current literature, including scholarly articles and business white
papers. The results show better stability and coherence as well as improved fabrication of
quantum processors with greater qubit counts. Furthermore, advances in quantum
algorithms point to the possibility of significant speedups over classical approaches for
some applications. Promising developments in secure communication are indicated by
research into quantum key distribution and the possibility of a quantum internet.
However, there are still significant issues with error correction, scalability, and the real-
world application of quantum systems. To sum up, quantum computing is essential,
demonstrating observable advancements in the resolution of practical issues. However, it
still faces significant challenges in developing truly scalable and fault-tolerant systems.
To fully realize the revolutionary potential of this technology and address its wider
societal ramifications, ongoing interdisciplinary research and development activities are
essential.
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1. INTRODUCTION

Bits are the basic unit of information used by classical computers, the workhorses
of our digital age. There are two distinct states in which these bits can exist: 0
and 1. Large numbers of these bits are manipulated using complex circuits of
classical logic gates to perform complex computations. However, when faced
with some kinds of computationally demanding problems, classical computing
faces intrinsic limits. Even the most powerful supercomputers are unable to solve
these "classically hard" issues in a reasonable amount of time due to their
computational complexity, which grows exponentially with problem size. These
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issues involve factoring big prime numbers, simulating large quantum systems,
and solving challenging optimization problems. (1) Figure 1 depicts a quantum
computing system made up of a three-layered quantum computer and a van
Neumann architecture for classical computing, which we shall explain in turn.
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Figure 1. Classical computer versus Quantum Computer Architecture

By utilizing the concepts of quantum mechanics, quantum computing
provides a paradigm change in computation.(2) The qubit, the quantum
counterpart of the classical bit, is its central component. A qubit, in contrast to a
traditional bit, can exist in a superposition of states, which means that it has a
specific probability of being both 0 and 1 at the same time. Moreover,
entanglement—a strange phenomena in which the quantum states of several
qubits become interconnected so that they share the same fate regardless of the
physical distance between them—can occur. These special quantum events are
used by quantum computers to carry out computations in a different way than
traditional computers. A quantum computer with n qubits can simultaneously
explore 2”n states thanks to the principle of quantum parallelism, which results
from superposition.

Richard Feynman famously proposed the concept of a quantum computer in
1982 to effectively replicate quantum mechanical systems, marking the
theoretical beginning of quantum computing in the early 1980s.(3) He noticed
that the processing resources needed to accurately replicate quantum systems
using classical computers increased exponentially with the size of the system,
indicating that a computer functioning in accordance with quantum mechanical
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principles would provide a more straightforward and effective solution. Quantum
information theory and computation were formalized as a result of the
development of these basic concepts.(4)

The discovery of Shor's algorithm in the mid-1990s was a major turning
point since it showed that a quantum computer could factor big prime numbers
exponentially faster than the most well-known classical algorithms, posing a
serious threat to commonly used public-key cryptography.(5) Since then, the area
has advanced from theoretical ideas and early practical demonstrations to the
present state of affairs, which is marked by large investments in government,
business, and academic research and development. In order to facilitate more
extensive experimentation and the creation of quantum software and algorithms,
companies such as IBM have made quantum processors available via the cloud.
The goal of attaining utility-scale quantum computation—a stage at which
quantum computers can start to outperform classical approaches for particular,
practical issues—is becoming more and more important.(6) By solving issues
that classical computers are now unable to handle, quantum computing has the
potential to completely transform a wide range of industries. Intense research into
post-quantum cryptography (PQC), which aims to create safe encryption
techniques against both classical and quantum computers, has been sparked by
the threat posed by Shor's algorithm in cryptography.(7) New security paradigms
like as Quantum Key Distribution (QKD), which uses quantum principles to
create secure communication channels, are also provided by quantum
mechanics.(8) Quantum algorithms in optimization have the potential to resolve
challenging issues with applications in artificial intelligence, finance, and
logistics.(9)

The ability of quantum computers to precisely simulate molecular
interactions has the potential to revolutionize materials science and drug
discovery by facilitating the creation of innovative medicinal compounds and
new materials. Quantum Al, which investigates the use of quantum computing to
speed up machine learning algorithms and enable the study of bigger and more
complicated datasets, is another potential revolution in artificial intelligence.Ten
Additionally, quantum computers have the potential to advance our knowledge of
physics, chemistry, and biology by mimicking nature at its most basic level.

This review article's main goal is to give a thorough and targeted summary of
the state of quantum computing today. It seeks to highlight significant recent
developments in the core pillars of the subject, such as improvements in quantum
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hardware technologies, the creation of quantum software and algorithms, and the
burgeoning field of quantum networking and security. This article provides a
useful viewpoint on the development of quantum computing and its potential to
transform computation in the future by combining existing knowledge with new
discoveries.

2. Principle of the design method

Peer-reviewed research released between 2020 and early 2025 were given
priority in the survey's scope. This period of time was selected to encompass the
latest developments in the quickly developing field of quantum computing. The
review also included industry whitepapers, particularly from top quantum
computing companies like IBM and Google Quantum Al, as well as pertinent
standardization publications from NIST and maybe the IETF. Cutting-edge
research and new trends were also likely to be captured in conference papers
from significant events in the area. The procedure of acquiring material was
based on a thorough search of scholarly databases and the websites of these
important organizations. IBM quantum learning resources were also heavily
referenced in the report.

The fundamental pillars of quantum computing are:
2.1 Advancements in qubit technologies:

This required analyzing the development of different qubit modalities,
including photonic qubits, trapped ions, and superconducting qubits, while
keeping an eye on things like their scalability, error rates, and stability. (11) The
development of utility-scale quantum processors, including systems with
growing qubit counts, was also a focus of the assessment.

2.2 Progress in quantum algorithm development:

In this field, important quantum algorithms pertinent to several application
domains were investigated and improved. Examples include the use of variational
approaches for modeling in materials research and drug discovery, the use of
QAOA to optimization problems, and the implications of Shor's algorithm for
cryptography. (12) The development of quantum software frameworks that make
it easier to create and run quantum algorithms, such as Qiskit, Cirq, and
PennyLane, was also taken into consideration.

2.3 Developments in quantum networking and security

There were two primary components to this important area. First, the creation
and standardization of Post-Quantum Cryptography (PQC) algorithms by NIST,
as well as the examination of the cryptographic risks that quantum computers
represent to current public-key infrastructure such as RSA and ECC.(13) Second,
the assessment looked at developments in Quantum Key Distribution (QKD),

Orissa Journal of Physics, Vol. 33, No, 1 February 2026 71



Quantum Computing Algorithms...

such as field implementations and possible incorporation into upcoming
networks like 6G. The work of organizations like the Quantum Internet Alliance
and the developing field of the Quantum Internet were probably also taken into
account.

Leading academic publishers like IEEE and Nature Quantum, as well as the
preprint service arXiv enabling access to the most recent research, were probably
among the specific databases, journals, and sources that were given priority
during the information-gathering process. Direct industry reports and whitepapers
from businesses like IBM and Google Quantum Al offered insightful information
about the useful developments and potential future paths from an industry
standpoint. Lastly, the NIST papers and standardization documents were
essential for comprehending the trajectory of quantum-safe cryptography and the
adoption deadlines. The PKI Consortium YouTube channel offered insightful
information about the practical issues and current debates in the post-quantum
cryptography world, despite not being a conventional academic or industry
source.(14)

3. Development
3.1 Hardware Advancements

Thanks to advancements in materials science, error correction, and qubit
technologies, quantum computing hardware has reached important milestones.
Superconducting qubits have shown improved stability in strong magnetic fields
while streamlining production procedures, especially when utilizing cutting-edge
materials like granular aluminium.(15).For example, KIT research emphasizes
the self-assembled Josephson junctions in granular aluminium, which enhance
coherence and decrease crosstalk. However, flux noise continues to limit
traditional superconducting topologies, leading to the investigation of alternatives
like fluxonium qubits. These devices achieve single- and two-qubit gate fidelities
surpassing 99.9% by suppressing noise with high anharmonicity and super
inductors.(16) At the same time, stable quantum defects are being built into
materials such as tantalum-based oxides and cobalt-doped tungsten disulfide to
enable scalable qubit arrays with extended coherence periods.(17) From
theoretical models to real-world systems, utility-scale quantum processors are
evolving. This change is best shown by IBM's quantum-centric supercomputer,
which combines modular quantum processors with traditional high-performance
computing (HPC) infrastructure to improve circuit parallelism.(18)
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By 2026, their roadmap aims for processors with more than 4,000 qubits,
giving gate fidelity and error mitigation equal weight with qubit counts. The
industry's emphasis on noisy intermediate-scale quantum (NISQ) devices, which
strike a compromise between computational depth and error resilience, is shown
by this hybrid architecture. (19) For fault tolerance, quantum error correction
(QECQC) is still essential. Error rates are falling below fault-tolerant levels thanks
to surface codes and logical qubit encoding (such as the 48 logical qubits on
Google's Willow processor).(20) Decoherence in NISQ-era systems is further
suppressed by methods such as zero-noise extrapolation and dynamical
decoupling. Meanwhile, the search for reliable qubit substrates is accelerated by
developments in quantum materials, such as high-throughput computational
screening of topological insulators. Cobalt doped WS2 has been recognized by
Berkeley Lab's workflow, which combines density functional theory (DFT) and
machine learning, as a top candidate for telecom-compatible quantum

Cobalt doped WS2 is a prime candidate for telecom-compatible quantum
defects, enabling room-temperature sensing applications, according to Berkeley
Lab's process, which combines density functional theory (DFT) and machine
learning.(21)

3.2 Algorithmic and Software Progress

Computational advantages in cryptography, simulation, and optimization are
being unlocked by quantum algorithms. On processors with more than 100
qubits, the Quantum Approximate Optimization Algorithm (QAOA) has shown
useful in solving Max-Cut issues and logistics optimization, sometimes
surpassing traditional methods.(22) In a similar vein, materials science is being
advanced via Variational Quantum Eigen solver (VQE) and Time Dynamics
Simulation (TDS) algorithms, which have applications ranging from drug
discovery to carbon capture.(23) As demonstrated by D-Wave's recent
demonstration of quantum supremacy in spin glass dynamics, these algorithms
take advantage of quantum parallelism to model molecular interactions at sizes
intractable for classical systems.(24)

Post-quantum cryptography (PQC) is still under pressure due to Shor's
algorithm; estimations indicate that RSA-2048 may be compromised by 2035-
2040. For quantum-resistant encryption, NIST has developed standardized
lattice-based algorithms, such as CRYSTALS-Kyber.(26) At the same time,
hybrid quantum-classical operations are made possible by quantum software
ecosystems such as Qi skit and PennyLane.(27) These frameworks bridge the gap
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between NISQ hardware and real-world applications by optimizing
parameterized circuits for cloud-based execution. Access to quantum resources is
becoming more accessible because to industry partnerships like Microsoft's
integration of Azure Quantum with generative Al

3.3 Quantum Networking and Security

A new age in secure communication is being ushered in by the development
of quantum key distribution (QKD) and the quantum internet.(28) By using
entangled photon pairs to detect eavesdropping through quantum state
disruptions, the QKD algorithms have successfully deployed in 6G testbeds.(29)
According to the Quantum Internet Alliance's plan, advancements in quantum
repeaters and memory nodes would enable continental-scale entanglement
dissemination by 2030.(30)

However, there are two pressures on the cryptographic landscape: the shift to
PQC and the possibility of quantum decryption. Although QKD provides
information-theoretic security, its near-term scalability is limited by its
dependence on specialized technology. The goal of hybrid systems, like Cisco's
experiments combining QKD with traditional networks, is to strike a compromise
between security and usefulness. 3D
Rapid hardware growth, algorithmic improvement, and emerging quantum
networks are characteristics of the trajectory of quantum computing.
Interdisciplinary developments—from topological qubits to Al-optimized
circuits—are closing the gap toward utility-scale systems, despite ongoing
difficulties with coherence, error correction, and practical applicability.
Harnessing quantum advantage while reducing existential dangers to global
cybersecurity would need strategic investments in PQC standardization and
hybrid architectures.

4. RESULT

Although it is still in its early phases, quantum computing offers networking
and security both potential and challenges. As explained below, its influence is
becoming more noticeable in a number of important areas.

A. Quantum Computing’s Influence on Networking and Security

Quantum Threat to Cryptography: Existing encryption techniques are seriously
threatened by the development of quantum computers, which use algorithms like
Shor's algorithm.(32) In particular, public-key encryption methods like RSA,
ECC, and Diffie-Hellman that are widely used today can be cracked by quantum
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computers. Current network security protocols like TLS, SSH, and IPSec, which
depend on these encryption techniques to safeguard data during transmission, are
also vulnerable.(33) As a result, post-quantum cryptography (PQC), which
focuses on creating cryptographic algorithms that are safe against both classical
and quantum computers, has attracted a lot of attention due to this quantum-
induced cryptographic danger.(34)

PQC Algorithm Development: The research and standardization of PQC
algorithms have advanced significantly.(35) The first set of PQC algorithms for
standardization was released by the National Institute of Standards and
Technology (NIST) in early 2022, along with suggestions for their applicability
in different systems and applications. (36) There are currently many PQC
algorithms available, including multivariate, code-based, and lattice-based
cryptography techniques. As a result of continuous research and evaluation
activities, these algorithms are in different stages of adoption and maturity. (37)

Quantum Key Distribution (QKD): Quantum Key Distribution (QKD) uses the
basic ideas of quantum physics as an alternative method of communication
security.(38) Two parties can create a shared secret key with provable security
against any possible eavesdropping efforts thanks to QKD. The confidentiality of
transmitted data can then be improved by utilizing this shared key to encrypt
communications using symmetric encryption methods. (39) Additionally, QKD
systems are becoming more practical and being used in actual situations,
demonstrating its promise for protecting private communications.(40)

Quantum Network Development: The development of quantum networks capable
of transmitting quantum information over long distances is the focus of
significant scientific efforts.(41) A number of applications, such as distributed
quantum computing, secure communication, and improved sensing capabilities,
could be made possible by these networks.(42)

B. Quantification of Progress

Measuring and evaluating a number of crucial factors is necessary to quantify
the development and effects of quantum computing on networking and security:

Qubit Performance: The rise in the quantity of qubits in quantum processors is
being monitored by ongoing evaluations. The largest quantum computer had 127
qubits as of November 2022.(43) Measurements are being made of qubit
coherence times, which show how long a qubit can sustain its quantum state.(44)
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Since lower error rates indicate higher-quality quantum calculations, the error
rates related to quantum gates are also being evaluated.(45)

PQC Algorithm Performance: The performance aspects of PQC algorithms, such
as key sizes, encryption/decryption speeds, and memory needs, are being
thoroughly evaluated.(46) To comprehend the trade-offs and possible benefits,
comparisons between the performance of PQC algorithms and conventional
public-key algorithms are also being made.(47) Lastly, to guarantee the efficacy
of PQC algorithms, its security resilience against known conventional and
quantum assaults is being thoroughly evaluated.(48)

OKD System Metrics: QKD system performance parameters are being measured,
such as the key generation rate, which shows how fast secure keys can be
generated.(49) Additionally, the maximum transmission distance that QKD
systems may achieve, constrained by noise and signal loss, is being assessed.(50)
Additionally, ongoing evaluations are being conducted to confirm the resilience
of QKD protocols against a variety of assaults, including intercept-resend
attacks.(51)

A. Emerging Trends and Recommendations

The development and implementation of quantum-resistant security
solutions, the emergence of hybrid key exchanges, the introduction of quantum-
safe hardware, and the investigation of quantum-secure cloud computing are
some of the new developments that are reshaping the field of quantum
networking and security. Thus, several suggestions for overcoming future
obstacles.

Quantum-Resistant Security Solutions: PQC algorithms, QKD systems, and
hybrid solutions are examples of quantum-resistant security solutions that are
being developed and implemented more often. To improve robustness, these
approaches incorporate both classical and quantum security concepts.(52) In
order to expedite the deployment of quantum-safe technology, efforts are also
being undertaken to incorporate PQC algorithms into current network security
protocols and applications.(53)

Hybrid Key Exchanges: Hybrid key exchanges, which combine conventional
methods (RSA, ECC) with PQC algorithms, are becoming more widely used. By
guaranteeing ongoing security throughout the migration process, these exchanges
help to bridge the gap between current and future security requirements and
enable a seamless transition to quantum-safe cryptography.(54)
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Quantum-Safe Hardware: Hardware manufacturers are starting to include PQC
algorithms straight into hardware parts like security modules and network cards.
The performance and security of quantum-resistant systems are improved by
using quantum-safe hardware, which speeds up PQC processes and increases
security against prospective attacks.(55, 56)

Quantum-Secure Cloud Computing: In order to safeguard data and calculations,
cloud providers are actively investigating quantum-secure cloud computing
services using PQC algorithms.(57) By guaranteeing the security of sensitive data
in cloud-based environments, quantum-secure cloud computing would enable
businesses to take advantage of the cloud's advantages while upholding
confidentiality and integrity.(58)

A. Challenges and Recommendations

Notwithstanding the encouraging developments in quantum computing and

its implications for networking and security, a number of crucial issues need to be
resolved to enable a seamless transition and guarantee reliable, quantum-resistant
infrastructure.
First of all, enterprises are mostly unaware of the quantum danger to their current
security infrastructure. (59) Many businesses are unaware of the dangers quantum
computers pose to their data security and cryptography systems. Organizations
should proactively educate themselves about the quantum danger and thoroughly
evaluate their vulnerabilities in order to mitigate this.(60) This entails figuring
out which systems are vulnerable and comprehending how Shor's algorithm can
affect existing encryption techniques.

Second, many firms find it extremely difficult to transition to PQC due to its
complexity. It can be difficult and time-consuming to switch to quantum-safe
cryptographic methods, requiring a lot of resources and knowledge.(61)
Organizations should start developing their PQC migration strategy as soon as
feasible in order to handle this complexity, and they should think about utilizing
hybrid solutions to make the shift easier.(62) These hybrid strategies can offer a
more progressive and controllable route to quantum-safe security by combining
conventional and quantum-resistant algorithms. Lastly, another major issue is the
lack of standardization in fields like quantum network protocols and QKD. Even
though NIST has made significant strides in defining PQC algorithms, more
standards are required to guarantee security and interoperability in other quantum
networking domains.(63)
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Together, these difficulties and suggestions would provide businesses with
guidance on how to appropriately evaluate, plan, and respond. with the intention
of establishing a quantum-ready ecosystem in the face of any interruption.
In summary, quantum computing is a fascinating but possibly disruptive force in
the networking and security industries. It is critical to take the required
precautions to safeguard digital infrastructure and data from quantum assaults as
quantum computers continue to develop. To overcome obstacles, seize
opportunities, and reduce disruption in the networking and security industry, it
will be essential to integrate and investigate PQC algorithms, investigate QKD,
construct quantum networks, and maintain ongoing assessment, readiness, and
action.

CONCLUSION

With an emphasis on developments in qubit technology, quantum algorithms,
and quantum networking, this overview summarizes the state of quantum
computing today. Scalable routes to fault-tolerant quantum processors are shown
by recent advances in qubit production, such as enhanced coherence times in
superconducting qubits and advancements in trapped-ion systems. The promise
of hybrid quantum-classical algorithms, such as VQE and QAOA, to solve
classically unsolvable optimization and material science issues is demonstrated
by parallel breakthroughs in these algorithms. At the same time, quantum key
distribution (QKD) and entanglement distribution protocols have laid the
foundation for a secure quantum internet, and quantum networking has moved
from theoretical frameworks to experimental implementations.

FUTURE WORK

However, major obstacles still exist. Developments in materials engineering
and control systems are required to achieve error-corrected logical qubits at scale,
which continues to be a crucial obstacle to practical quantum advantage. In a
similar vein, robust architectures are necessary for quantum networks to provide
interoperability across diverse quantum nodes and long-distance entanglement
distribution. In order to address these issues, politicians, business, and academia
must work together specifically to match technological progress with security and
ethical concerns. By concentrating on these tasks, the field can ensure that the
revolutionary potential of quantum computing is responsibly fulfilled by bridging
the gap between experimental advancement and practical implementation.
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